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‘WG Smart Farming and Food Security
‘WG Distributed Ledger Technologies

‘WG Smart Water Management
‘WG Smart Buildings and Architecture

‘WG Manufacturing

‘WG Smart Cities
‘WG Smart Mobility
‘WG Smart Energy

A I @ T I Avoid siloed approaches: cross-domain integration 3

Horizon Europe
New Partnership

AIOTI - Horizon Europe Outlook

Knowledge-Driven

Knowledge Value Chain

Trust
Structuring

Intelligence

I oT/I I OT loT Distributed and Federated Architectur egrated with the 5G architecture KNOWLEDGE
Cognitive .

d . I and Al
I n u st r I a ) . Smartness Structuring Understandin Hyperconnectivity Beyond 5G
Digital Twins for loT e g Patter g Autonomous Distributed ToT/IIoT
v LY INFORMATION AtteIns Industry

Business and
Consumer

Physical 2 :
Tactile and Industrial-Tactile loT H2020 \ Structuring W o [IIIJO\‘MlOII
/ Data-Driven \ 4 Understanding Intelligence
’ \ DATA Relations Interoperability
loT and Distributed Ledger Technologies (DLTs) | | Integration
‘\ Data Value Chain / Impact
and A hi

/’ Intelligent Connectivity and Applications Integration
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AIOTI - Key Strategic ChaIIenges

loT Today Next Generation IoT/IIoT
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AICTI

Value Chains

Convergence of technologies

6% 00
0 Y

@ ° o®

S rines .0

® o
Y o ®
GRZpN

(=)

Artificial Intelligence IoT
Distributed Ledger Technologies
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Network Slicing. Virtualization

AICTI

Intelligent Connectivity - Platforms Services and Applications

Edge Computing

Digital Twins
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@ sensors

loT - DLTs — Edge — —
. ‘Conversational Interaction

. Robotics ’ Smart Vehicles ‘

Visual Recognition

’g‘ et ' Semantic Integration e earning
% ¥y 2 \\\
< 1
™, 2 | @ Telephones, Webpages
%&4 .’fﬂf?d\ " ’Augmentedmmy
b
%
% ] e N

@ virtual Reality

loT - DLTs — Edge

Computing in Cloud

Computing everywhere

Bandwidth
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A I @ T I Certify Device Authenticate Contracts Micro Traceable
Firmware Devices Between Devices Payments Data Usage

ToT devices Gateway Analytics Knowledge Security

Dataflow

AICTI

Source: IBM
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Type of edge computing

Connected loT devices

=t
Local device

AICTI

Localized data center

-3-
Regional small and
medium data center

29

Source: Adapted from Schneider Electric
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“Context modelling

“Data analytics & machine learning

INTEGRATE

“Own decision making
“Cooperative behavior

AUTOMATE

“Process automation
“Online-learning

PREDICT and OPTIMIZE |

“Time series prediction
~Optimization
“Model-based control

Source: IBM

e
AI Edge Al Architecture

Lower centralized computing power
Reduced bandwidth
Minimized latency

Centralized Al Architecture

High centralized computing power
High bandwidth
Potenially high latency
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AIGTI

Source: STMicroelectronics 11
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“Data and service integration
loT connectivity technologies
+ WIRED IoT < LPWA
+ Ethernet+Fieldbus > LPWA .
. L L & EoRa 36 Different
Power Line Communications 5 Sigras Connectivity
+ PRIME and G3-PLC 5 s
Lo o RPMA Technologies
* SHORT-RANGE WIRELESS o UNB -
IoT o Weightless >
« Bluetooth and BLE ‘Q‘ o Qowisio
« RFID ® < GSM AND EC-GSM
. 802.15.4 > GSM, EDGE, and EC-GSM
+ Zigbee < LTE AND NB-IoT
S Wik AR » LTE Cat-4, Cat-1, Cat-0, and Cat-M1
f" " /\/,\\ » NB-IoT
+ ISA100.11a
I % 5GIoT —>
« Thread g reog ~
> 5G IoT .
. m'.].l" % SATELLITE IoT
s NN > Satellite ToT
* Wi-Fi Direct > Globalstar, Inmarsat, Iridium
AlCTI 2
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Enterprise Networking and Communications

Expectations

~\ / Iptent-Based

IoT
Virtual CPE

Container Networking —
Firewall as a Service

Network On-Demand Services

802.11ax
5G Services —

Advanced Underserved
Area Comms

™

Open Compute Project Networking
Managed SD-WAN Services
ADCCaaS
~ Software-Defined Perimeter
0G Ethernet
~ NFV services
S0z Cloud UC (UCaas) |
Network Packet Brokers

2.5/5 Gbps Ethemet  [Py6 —

Tiybrid WAN
802.11ac Wave 2

" Ka Band Satellite Communications

\— Ethemet Switching Fabric

&7\ "\~ Application Performance Monitoring Suites

Enterprise Network
Function Virtualizat

Service Mesh

\\| \“Cloud Managed LANs
\| L Software-Defined Networking
| L-SD-WAN Products

Network Performance |
Monitoring and -

cooepe®

Expectations

FIDO Authentication Protocols
Constrained Application Protocol
RIS

OMA SpecWorks LightweightM2M

loT Standards and Protocols

Secure Processing Unit

Bluetooth 5
802.11ai Advanced Development Boards
C-v

ardware Security NB:loT
‘Arduino

coepPo®

rasound Data Distribution Service
802.11ax AL
5G mMTC \— Sigfox

LiFi SCOTA

DotDot GLOWPAN
MicroPhyton

Bluetooth Beacons
~— Wi-SUN
802.11ah

Micro 0S Bv6

| - -
T - Message Queue Telemetry Transport

Trusted Environments

Named Data Networking Diagnosis Tools Softw Defined S L802.11p
|
Mobile Satellite Services — \ - Network Configuration Change Management Tools iknoviier immmrieatbons:
\— Brite-Box Switching
As of July 2018 As of July 2018

Innovation Eeak of Trough of Slope of Plateau of Peak of
flat 8 Sope Innovation Trough of Slope of Plateau of

“Tri Dissolutie Enlight Productivity Inflated
igger Expectation Sl o A ctivity Trigger Expectation Dissolution Enlighten Productivity

Time Source: Gartner Hype Cycle 13 Tl Time SR A 4

LoRaWAN

Class A — The gateway is passive and in
listen-only mode. Sensors utilize listen
before talk and send messages whenever
there is a message to send. Because of its
random nature, Class A is prone to
significant noise and interference, and
thus packet loss, which can be
exacerbated by the all-too-common
practice of sending a message a few times
to increase the likelihood of delivery.

Class B — The network establishes a
session to communicate but it’s set up and
torn down, forcing the sensor to search
for the gateway each time it connects,
creating  inefficiencies. Has  limited
scheduled receive slots, however, lacks
the efficiency needed to scale. Class B
sensors frequently cause interference with
Class A sensors.

Class C — Has a bidirectional link that is
never torn down, so is “always on” to send
and receive messages.

Battery Lifetime

d sensor

Battery p
Most energy efficient

Must be supported by all devices Downlink available only
after sensor TX

Energy efficient with latency-controlled downlink Slotted
communication synchronized with a beacon

Devices which can afford to listen continuously
No latency for downlink communication

Downlink Network Communication Latency

Source: Longview - Super-B for loT: Improving QoS in LoRa Networks

Super-B  protocol rides ege_ o .
Key Capabilities of IMT-2020 defined by ITU
utilizing standard LoRa e ~ Ve
. . International Mobile Telecommunications-2020
but extendlng its pm— e pr— — - B ¥
striicture to allowfor the Mobile broadband (e Peak datarate  User experienced data rate
scheduling of messages (Gbit/s) 2 (Meiis}
from gateway to devices r="— 4 100
(and vice versa) while o 2 ‘
maintaining extremely 10 W 3x
low power. Area traffic < » Spectrum
capacity efficiency
(Mbit/s/m2) | |
Super-B capitalizes on { |
the best parts of LoRa A / "
and LoRa B to deliver Nen:york onergy ) X . Mobility
scalable, secure loT efficiency 100x". /600 (km/h)
Y URLLC
e Ultra-reliable and
| 4 ~
9 1 low latency
19 communications
loT sensor network 10T control network Connection density ~ Latency
k. ) K (devices/km?) (ms) )
Source: Recommendation ITU-R M.2083
5G is characterized by increased data rate, enhanced spectrum efficiency and reduced latency.
- Al @ T | 1000 times higher mobite data volume per geographical area., 10 o 100 times more connected devices. i
B 10 times to 100 times higher typical user data rate., 10 times lower energy consumption.
End-to-End latency of < 1ms.. Ubiquitous 5G access including in low density areas.
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Evolution of the Cellular Base Station

THE PAST 5G SOLUTIONS

Conventional BTS Remote Radio Head Active Antenna Systems

Fixed Wireless

Small Cells Remote

Radio Head
Small Cells
Base Transceiver Station Base Station Server Base Station Server
(Channel Cards, Radios, (Channel Cards) (Channel Cards)
Amplifiers and Fitters)
[———] = =]
700 MHz 2.7 GHz 600 MHz 6 GHz 26-29 GHz  37-40 GHz

AICTI e 17

5G slicing across loT architectural layers

A s
Other Internet of Things
Applications Applications
i |

@ Cellsboraion ed Proceses Layer

Connectivity

Networks

@ Mvialtaye

AIGTI , e .

5G slicing across 10T 3D architectural layers

* 3D Reference IoT Architecture
* Objectives:
* Ensure that the model deals with
* All the functional aspects, in particular “cross
layers”
* More than the functional aspects
* Explain how it can be mapped on other reference
architectures
* Main aspects
* Athree dimensional model
* Llayers
* Cross-cutting functions
* Properties
* Addressing more explicitly some expected properties
of the system

©coeococeo

AICTI

Network slicing

s %) u J;L e OG04 SO &\/.
\ oo LJ:““EB—';-\'\. e, N OF0  womess
ﬁa\ihce' ) R 26/36/a0/56access
/.
‘&m .LL_._. "'?T ./.// =S \//\I N @ Satellite access
sfice O O XDSL/cable access

(©gn) Access node
i Wasa |1 =

Core cloud

Pai.) Edge cloud
D

AlICTI £




Network programmability and slicing

Things/Devices Self serve

Screens

Wireles:
Devices

Control of speed and bandwidth

Source: Telstra
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Cellular 10T use case segments

Massive IoT Broadband IoT Critical IoT

Industrial automation IoT

&% = s

Asset Drones/UAV Automotive Smart gr.d Advanced automation
management CITS automation and control
T T n n T
' ! ! '
o T ! > T T O
' - .

Smart metering Fleet management VR/AR Traffic safety and control Collaborative robotics
+Low-cost devices, low energy «High throughput +Ultra reliability
+Small data volumes *Low latency «Ultra-low latency +Time-sensitive networks

+“Massive numbers +Large data volume Jery high availability +Precise indoor positioning

Source: Ericsson Mobility Report - June 2019 22

Industrial protocols

loT - 5G Industrial applications

Low-complexity loT
ity and VoLTE support based on
t industrial wearables

High-performance loT and eMBB Public carrier LTE network
Higher throughput, lower latency based on For wide-area coverage beyond areas
LTE Cat-1*; Ex: industrial AR goggles served by private networks

‘Wide-area fallback

™ @ §

° . Q ' Scalable from Gigabit
5 i LTE to LTE loT
Ultra-low complexity loT URLLC

Deep coverage and long battery life Mission-critical services (e.g., wireless industrial ethernet)
Based on NB-loT Cat-NBI: Ex: environmental sensors  to be enabled in private 5G NR Networks

Response (e.g. Force) Bi-Directional Haptic Control Command (e.g. Velocity)

Tactile lloT and 5G
{

)

Base Station

) e o

. e
]

Haptic Codec

Tactile Internet

Haptic Codec
Ultra-Fast Networks

Tactle Support Engine. (RGNS
.
iccasieei g

i Core and Radio A Tactile eds dof eg.
Network and an Intelligent Tactile Support Engine  remotely controlled robots

Haptic Encoders
Kinestathic and tactile

Edge Artificial Intelligence

Operator(s) with tactile human- Internet itting audiovisual
system interface (possibly distributed) and tactile information

Master Domain Network Domain Controlled Domain

24




Industry segments evaluating private
LTE/5G networks

Private network industry segment Main driver Typical size of network Number of networks
R Industry (coverage area) delivered in 2023

Public safety ] Very large Low

Utilities | ] Large Medium

Oil and gas [ ] Medium Medium

Rail | ] Large Medium
Mining [ Medium Medium
Public/enterprise venues [ ] Small High
Logistics and supply, warehousing | ] Small High
Manufacturing [ | Small High

Land Mobile Radio (LMR)
* Public safety is the main segment within the public protection and disaster relief area
For example, Citizens Broadband Radio Service (CBRS), 3550MHz to 3700MHz on the 3.5GHz band,
will be available with a three-tiered sharing model for wireless carriers and enterprises in the US

AICTI

Source: Ericsson Mobility Report - June 2019 25
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Spectrum

cm/mm- e
(24-28 GHz, 40 GHz, 64 GHz) RAT/Band Tllustrative coverage comparison Scenario
«Hotspot/Fixed Wireless Access NR ((g)) Local coverage
+Main band: 24-28 GHz mmWave m Peak data rate: 1 o i i
T O e el e: : 10Gbps o ;"g: v:/];,\‘; esuued for deployment in

(@)
()

“Dense environment (implies Multi-RAT)

*Main band: 3.5 GHz
*Up to 100 MHz channel bandwidth

(),
(@)

NR 700 MHz
LTE 800 MHz

Deep indoor penetration

Peak data rate: 100Mbps

o

o Limited

(%)) NR gNodeB ((8))) LTE eNodeB
I () s () v s
*Main bands: 600/700 MHz

Source: GSMA

Higher propagation loss at 3.5 GHz
compensated by

o Massive MIMO

o Beamforming
availability of
below 1 GHz limits the performances

26

spectrum

Spectrum

0T

Multi-Access in Enterprise IoT

nt Mesh,

©

Determinism/Bandwidth/Capacity

TE Caf

read

ToT
gttt
*  Door/window monitoring
iy
+  Utility water/gas monitoring/metering
Low-power loT
*  StorageTemp monitoring inistic wis
*  Building monitoring. ¢ Indoor Voice *  Industrial (4.0)
+ Aset a * L Source: GSMA
Tl == B 27

Effective Spectrum Pricing

Wireless score and spectrum costs for different countries

Price and spectrum cost relationship for different countries

(@sn) wuegy 12d go1 Jo 2ug

2105 sspIAL

.
Cost of Spectrum per pop (USD)

Q9 ] ] = ] n - B un

7eL5799m00 7308
Reozs

Cost of Spectrum per MHz/Pop (USD)
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Wireless score is linked with 3G/4G coverage (%), 4G subscribers (%) and average speed (Mbps)
Megahertz of bandwidth passing one person in the coverage area in a spectrum license

=

investment in networks, encourage sustainable competition to support new services.

Source: GSMA, Nera, Effective Spectrum Pricing

With the increase in spectrum bandwidth to support high data trafic for 4G and 5G pricing techniques become key to support efficieat spectrum allocation, promote [P




5G and slicing,

Service Provider

Edge Cloud
Expectations and Opportunities
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Highly demanding Quality-of-Service (QoS) requirements
Many different use cases with very diverse requirements
‘Well-isolated integration of third parties in own infrastructure
Shift of intelligence to the network

Remote access/control with well-defined QoS and security

000000

Application-specific network functions (e.g. mobility management)

Source: Robert Bosch GmbH 2018
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Internet of Things

Innovation

@aioti_eu
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5G a nd SIiCi ng Expectations /Requirements from the 14.0 Perspective
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Integration of Existing Technologies

Ll it

End-to-End QoS

MNO!'1 MNO!'2 £

Accurate SLA Monitoring

* In real-time o] P4 BT R o
* Fine granularity EapP = . 5G « QT

* Third IF:
SR App-to-App Slicing

MNO! I4.0 Service Provider

Highly Dynamic Slicing

d <10 min
for generation and release
Mole N Opisior’  *Virkial Nebuek Piiions Source: Robert Bosch GmbH 2018

AlICTI )

Open Interfaces

Simple and Attractive Pricing
* Public/ private -~

% (_ infrastructure 4PN - é
* Own VNFs* o

O Own equipment




