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Abstract

This deliverable is based on interactions with doemmunities coming from various
application sectors including ‘Health and Ambientssisted Living', ‘Energy’,
‘Transportation and Logistics’, ‘Environment andrigglliture’ and ‘Smart Cities’.

It completes the intermediate version D2.5 [28med during the first year of the project.
The intermediate version defined the main challerged requirements identified during
discussions with the application sectors stakemslde

The document has been opened in the public domainder to collect comments, and the
feedback received is now integrated in this updaezdion.

In addition to the ICT challenges and requiremeittis, deliverable includes the potential
impacts from the inter-sectorial collaborations,pants collected while defining the
programme of the 5G PPP, which have been discuddbd 5th Usage Areas workshop.”
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Executive Summary

This deliverable deals with ICT and vertical sestofhe NetSoc project has initiated

discussions between ICT network research staketsolaied representatives from other
ICT application sectors to understand their commations needs for the long-term future
and the potential inter-sector collaborations. Tiés been achieved through document
exchanges, joint actions and participation in respe activities. The NetSoc work has

contributed to strengthen the place of networking ECT in Horizon 2020.

During the two-year period of the NetSoc projettkd with FI-PPP project have been
fostered to reduce the risk that the heavily appibm-focused approach of FI-PPP
currently being promoted will result in unsustailgalemands on the networking
infrastructure. It contributed to address in themedimeframe the network level issues and
advances in order to meet the ever growing demarfdshe service scenarios of
Horizon2020. In order to establish necessary coftaiion with various vertical sectors,
the project has contacted ETPs and further releganimunities to identify potential
opportunities for synergies with ICT sectors adsirgg network infrastructure, as well as
follow-up and facilitate inter-sectorial discussson Moreover, in line with EC
recommendations, the NetSoc project has contribiatélde integration of various vertical
sectors in the newly created 5G PPP associatiompeoove their involvement in the 5G
initiatives.

Based on the feedback received from the varioushaamties, the work described in this
document has been carried out on five applicatemioss ‘Health and Ambient Assisted
Living’, ‘Energy’, ‘Transportation and Logistics"Environment and Agriculture’, and
‘Smart Cities’. The main related challenges andiregqnents have been identified. Among
the most important ones:

In the areas of Internet of Thingsnew mechanisms have to be created to manage the
number of devices and processing of those data atsi0lio provide connectivity among
sensors and to allow user interaction from e.g.ilmakevices with sensors, support by a
range of heterogeneous networks with different eyppate radio protocols will be needed.
Connectivity management will include realisation @admmunications among different
devices using various communications technologmsyfaces, and protocols as well as
interaction with existing IT infrastructures, prding necessary interoperability.

Cloud computing is strongly related to the needs of the vertiGdtars, increasingly
helping to reduce cost, increase efficiency, andkvemarter. From a business perspective,
cloud computing is a key concept to enable a glelsakystem, where organisations are
able to be more competitive.

Network virtualization, Software Defined Networking and mechanisms for improved
control decisions are needed to enable a new tiypetavorks that support a wider range of
services at greater efficiency.

Big data managements a highly relevant area of the Future Interneguested by many
applications in vertical sectors. Provision of netks capable to connect different
applications and devices is requested, complexnbasirelationships between multiple
stakeholders and innovative business applicatibai be made possible via new service
platforms.

Privacy, Security and Trust will need to receive high priority in all of thevestigated
usage areas and shall be available as an intreisiment of all aforementioned ICT
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technologies. Privacy, Security and Trust requineis\@re top priorities for some sectors,
such as the e-heath domain whereas privacy anehpatta protection is mandatory

The collected requirements summarised in that decunmepresent the needs of the
covered vertical application sectors. No negataedback was received during the public
consultation of the intermediate version of theuwdoent, and the requirements have been
completed in this version.

According to the set of requirements identifiedg thter-sectorial collaboration has been
maintained during the NetSoc project to iterateh@requirement definition and to foster
the discussion between stakeholders. This intdpseollaboration would in addition be a

vector to widespread the knowledge of ICT innowatsolutions through the different

application sectors. Several actions have beeromeed by NetSoc partners to improve
this inter-sector collaboration. One main achieveiniethe involvement of vertical sectors
not directly related to ICT domain in the 5G PP&oagation.
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1 INTRODUCTION

One of objectives of the NetSoc WP2 “Building ICE&twork positions” has been to
consolidate the ICT network research plan with H&twork technology user groups from
so-called vertical sectors. The work has been fetusn a selected domains such as
‘Transportation and Logistics’, ‘Energy’, ‘Health*Content’, ‘Security’, and ‘Smart
Cities’. Thus, a dedicated project task (Task ZZtoss sectors interactions”) has been
included in the project work plan to expand the I€@dss ETP approach by discussions
between ICT network research stakeholders andseptatives from other ICT application
sectors — the vertical communities. It is the ofpyecto understand their communications
needs for the long-term future, through documertharges, as well as joint actions and
participations in respective activities. Here, timal ambition has been to consolidate and
enhance the ICT network research plan by incorpmydhe requirements of the targeted
application sectors.

In order to achieve this objective, the NetSoc gubpas invited a number of application
sectors/communities to collaborate in the iderdtfn of ICT requirements from the
applications side. Formal invitations for collakitwa had been sent to a number of ETPs,
representing various vertical (non ICT) communijtesslisted in [1]. The particular interest
was to extract the application demands on fututeeoris, aiming to improve ICT related
research roadmaps with the applications domainsieed

After the first year of the project, an intermediatersion of this document (D2.5) was
prepared and provided in the public domain. The@gghed stakeholders were asked to
provide their comments. Although the level of rasgEs on this request was low, it was
possible to raise some points which have beennatied in this issue of the document.

In the scope of the NetSoc project activities in 2VEhe project organised two Usage
Areas Workshops (spring 2013 and spring 2014), is¢akeholders from ICT and so-

called vertical application sectors (not from th&Tlarea) meet, exchange ideas, and
discuss various activities enabling collaboratioroag the sectors.

Based on the workshop held in 2013 [4], the NetBaxgect prepared and released the
intermediate version of this document (D2.5). Tkeosid workshop held this year [29]
was more focused on discussions on potential impdaith can be achieved through
collaboration among ICT and other sectors. The au& of the discussions has
contributed to the preparation of this deliverdb®6.

8142
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2 RESULTS FROM CROSS-SECTORS
INTERACTIONS

2.1 Health and Ambient Assisted Living

2.1.1 Sector-related scenarios

The areas of Health and Ambient Assisted Living (AAelong to a wide scope of the
respective industry sector, aiming at developmdmntwnerous applications of different
nature and type in the near future. According te lérge perimeter, it is difficult to select

a set of use case scenarios to represent all fdewelopments in the sector. However, in
order to identify requirements on the future netgoand ICT at large coming from the
AAL and Health sector and to define the main relatesearch challenges, we chose to
present the set of use case scenarios defined-By &R Future Internet PPP project [8]
which were also discussed at th& Wsage Area Workshop organised by the NetSoc
project in March 2013 [4].

The FI-STAR use case scenarios can be summaridetoxgs:

* New Interactive Future Internet based servicepémple with Mental Health problems
— will include a new way of organising, ICT basedre causing an impact on each and
every aspect of the patients; health results,faatisn, patient and carer life quality, etc.
It will include interaction with existing IT infragictures, providing necessary
interoperability and keeping sensitive medical data private environment.

e 2-D bar-coding to offer real time reverse medicaimsipply chain, preventing errors
and providing interfaces to additional third passgrvices - 2-D-barcode stickers will
simply be attached to the prescribed medicationeband end-users will be able to
scan the tag, e.g. by using smart phones, andreaive information on when they
purchased the drugs, which member of staff serveoht how much they were charged,
etc.

* Virtualization of operating theatre environmentsd amal time data integration for
monitoring and reduction of errors — Focus is opliaption of RFID technology in the
minimal invasive theatre and has developed innegatiethodologies to reduce the risk
of objects being forgotten in the abdominal cavihich in the past was a great
concern among patients and surgeons.

» Improved access to care and quality of care bygdesy improved interactive online
facilities for their cancer patients - The patiemisl be equipped with dedicated
hardware (life monitoring sensors, tablets, canjeaad software (knowledge portal —
also web based, treatment diary, mobile applicatietdeo conferencing client). The
connection between patients and hospital will aythe public Internet connectivity at
patients’ premises. Moreover a number of sensatswill enhance the tele-monitoring
capabilities of the will be included as well.

* Online Cardiology service for people with heartuse and in particular for people after
myocardial infarction - The target is establishmerit an interactive cardiac
rehabilitation program, by testing software apglmas in the integration
experimentation site, real-time vital parametergrimet-monitoring, improvement of
physical training and improvement in secondary endéon programs. Patients will
have attached to their wrist a wireless device Wwhidl monitor in real-time biological
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parameters, location and movement parameters afitoadl parameters regarding the
environment (humidity, light, maybe air quality amwise); this wrist device will
communicate with a smart phone/tablet with wirelessnection for real-time
information uploading. Medical personnel will havaal-time access to vital parameters
of the patients especially in phase two when oigpts will perform physical exercises,
thus allowing personalization of the cardiac rehabion program for each individual
and also prompt intervention when dangerous saoatoccur.

* Improvement and extension of the tele-health nékvior Diabetes patients, aiming at
the development of smart phone based multi-changelallowing streaming of
different related informative data — Tools for selhinagement dedicated to people with
diabetes will be coordinated with the health cawises leading to new services that
support interoperability between new and existingrvises, the patients’ self-
management system, and new, beneficial interactibesveen these, including
possibility to share information both among pasewith similar profiles and needs as
well as between patients and health care personnel.

Provision of a network capable to connect differapplications and devices, where
necessary medical information is collected andatatied according to specific logics — It
includes electronic prescriptions sent from the toiog office, automatic return of
specialist reports, letters of discharge from hadépiand emergency rooms, reports to the
medical records of the doctor, etc. Here, inteflicgg efficiency, sustainability and
performance of already existing processes candrefisantly improved by using Future
Internet technologies.

2.1.2 High-level requirements on ICT

The Health domain has been very resistant to aéaptic Cloud technology. One of the
reasons is clearly related to the special legalirements for the protection of privacy and
patient confidentiality. To overcome this, a reeedoud approach — so called Private
Cloud approach — will be chosen to send softwarthéodata rather than the other way
round, which will be more safe, secure and redilg will consume less bandwidth.

The Private Cloud approach has to ensure propengeament of customer/patients data
and all other types of the medical information &lde, which includes data storage and
protection, data processing, presentation, etcshibuld also include all necessary
functionalities, such as customer managementngijlietc., to ensure efficient deployment
and commercialisation of the eHealth platforms. @hehe particular requirements for
implementation of the Private Cloud approach isradight eHealth applications
consuming as less as possible of the network ressurOf course, reliable and in
particular cases fast data transmission, inclugimyision of high bandwidth for specific
transmissions as required, has to be ensured Hytilme network infrastructures.

The eHealth domain looks for respective platforhesting the Private Cloud framework,
enabling the eHealth applications, etc., which havensure wide interoperability as well
as open and unified interfaces for specific inssioins of users’ applications of different
kind. The eHealth platforms and devices should émghed to allow automatic software
and configuration updates, efficient user recognitand authentication, reliable self-
maintenance, etc. Proper measures for authenticatiml security within the eHealth
platforms are of a very large importance in respeeichieving reasonable level of trust, in
particular by the patients. Adequate measures d&a @rotection should ensure that the
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sensitive medical data never leaves secured andctadled eHealth domains; e.g. by
applying geo-fencing and further similar methods.

Finally, design and establishment of various intgva, mainly Internet based, services is
of a particular importance for the eHealth secBarch services will be dedicated to a wide
spectrum of applications; awareness building amibreg patients in respect to eHealth
opportunities in general or dedicated to particulatiseases or medical
programmes/treatments, remote patient observatinoh therapy, data exchange among
various entities involved in the eHealth sectoeweryday activities, experience exchange
among medical personnel at large, etc.

Of course, besides technological requirements fiteereHealth sector mentioned above, a
particular set of requirements come from ethical Bgal points of view and should be
considered while implementing the eHealth framework

eHealth is now a comprehensive concept regardiagstipply of health care and health
education over distance, empowering populationgjemisz and health professionals
regardless of where they live. It can facilitateeraction between healthcare professionals
and enables a rural practice to link with a largespital, usually in an urban centre. But
providing eHealth in rural areas also presentsiquaar challenges. If patients in rural
areas have difficulties accessing healthcare sesyibey may also have difficulties getting
to where the eHealth service is available. Stdl tuality of a remote consultation is very
dependent on the quality of the system being us€éldaapoor quality link may mean that
images and sound are fragmented and distorted.obtobpatient teleconsultations, the
patient often cannot be palpated or subjected ysipal examination by the Doctor.

However, methods of addressing such difficulties mow considered. While the initial
consultation with a patient may need face-to-faaeraction, follow-up consultations
usefully benefits from telecommunication. As thestadnce to alternative healthcare
services increases, telemedicine obviously bec@masre attractive option. Isolated rural
Doctors may particularly benefit from contact wiblleagues. Interprofessional working
involves professionals collaborating to work toggtimore effectively to improve the
quality of patient care. It allows for flexible armordinated services and a skilled and
responsive workforce. Collaborative and interprsi@sal working is now seen as an
important element in improving rural health servigivery. The use is in a broad array of
interactive videoconferencing applications, inchglimental health, diabetes management,
primary care, specialty paediatrics, genetics,dardhatology.

2.1.3 Related ICT R&D challenges

The R&D challenges related to the use case scenand derived requirements from
eHealth sector on the future network infrastruceaumd ICT at large, discussed above, can
be outlined as follows:

* Development and implementation of the reverse clgatadigm — aiming at
establishment of an efficient framework to enabdévgare to data approach, which
allows design of the required private clouds.

* To design and instantiate a new generation of tHeakh applications tailored to
functionalities of the future network infrastruatsr— This includes development of a
dynamic interoperability concept for ultra-light pigations utilising the future
networks and also enabling design of usage speulfra-light applications, while
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necessary Quality of Service, security measured, implementation of governance
measures should be ensured.

* To build necessary level of trust for the eHealtimdin ensuring proper protection of
sensitive data — This includes development of gdrdwmain and specific internal data
security strategies in accordance with adoptecta&tland legal requirements as well as
demands on efficient governance in the sector.

» Establishment of necessary knowledge based suppstiém with a scalable and open
architecture based on the sense-and-respond atcingtieprinciple to allow exchange of
medical information.

e Definition of a generalised IoT reference architeet where applications and
frameworks from the eHealth and AAL domain can [@silg included, ensuring
efficient and cost effective implementation of geetorial applications.

e« The ICT infrastructure shall provide high bandwid#t high quality for video
conferencing applications especially in remote su@ad therefore broadband satellite
network shall be smoothly integrated in the ICTrastructure where appropriate.

» For sensitive application, such as remote surgeéeng vital that the communication
system is 100% reliable. Backup or redundant systhave to be embedded in the
proposed communication architecture to providesdieat system to eHeath users.

214 Potential impacts from the inter-sectorial collaboations

An advantage of collaboration between eHealth @& dector is related to the spreading
of ICT solutions. Any collaboration would increasenong the eHealth sector the
knowledge of ICT innovative solutions which candeveloped to answer their needs.

The importance of this collaboration is amplifieglithe fact that usually ICT is not part of
the core expertise of health specialists. Theyatdknow that innovative solutions coming
from ICT domain are already available and can baptatl to overcome encountered
difficulties they have.

For example on IoT domain, the implementation ofRBevices can reduce the risk of
having objects forgotten in patient during surgel®] : Surgical towels can be tracked in
the operating room by adding a RFID tag into thd@macking towels by placing RFID
antennas in important locations in the operatingmalecreases the possibility to forget
them inside the patient and to be sure that all teeels have been already disposed .

The caring of patient is more and more externaltite hospital environment and
collaboration between ICT and eHeath sectors hdsetmtensified and extended to less
ICT aware health practitioners.

As highlighted during the ™5 Area Network workshop, the need for “outside htsbi
healthcare is increasing with the burst of new tizas which require ICT solutions in
places less conventional for patient care: Gerpraadtitioner practices, home nursing, and
even over the Internet. This widespread of medat has to be accompanied by a
virtualisation of the care and the deployment ofoagated communication solutions
compliant with health practices and rules.
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On that respect, the inter-sectorial collaborasiball take into account the number and the
different profiles of skills of the eHealth sector.

This rapid evolution of eHealth practices, conagriwith the evolution of modern
societies which invest more on more on health arthg of its citizen - OECD country
health expenditure has grown by 4% annually overmpidist decade, compared with a mean
GDP growth of 1.6% [29] - generates new demands fstakeholders on ICT solutions.
This quick pace of change requires that ICT stakkne re-enforce their collaboration
with eHealth on a large scale.

© NetSoc consortium 2012-2013-2014 13/42
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2.2 Energy

221 Sector related scenarios

Numerous on-going research activities world-wide aonsidering and implementing
various solutions for establishment of so-callecaB8r&gnergy Grids, aiming to incorporate
different types of energy sources and productiomickv includes centralised and
decentralised energy production sites as well @mnénuously increasing number of alter-
native/renewable sources, within a flexible and eradenergy distribution infrastructure.
The major Smart Energy Grids challenge is to ensarely matching of energy demand
and generation (demand response) and pursue maxiexpioitation of green energy
sources. Achieving such an objective requires pgitith place mechanisms for energy use
information exchange between the consumer andrtauper over the grid network.

Concepts for integrating renewable and decentdhesergy generation have to cope with
volatility of renewable energy generation (solad avind power) related to optimal use of
existing grid infrastructures. Liberalisation afezgy markets will lead to new services
and new market players [9].

In general, there are three basic types of actmaved in the overall picture of the Smart
Grid service structure; Consumption, Distributioncluding retailers), and Productions
sites. Authorities responsible for overseeing amenhwally management of Smart Grids
can be also seen as actors on a higher levelpdeaith two or three basic actors, different
production or distribution entities, etc. Thus, gudtal users of Smart Grid services in
respect to utilisation of the respective commumicet and data infrastructure can be
classified in accordance with customer size andri@l:

* End users (private homes, office and manufactuouitdings, etc.) can optionally use
Smart Grid services as a kind of Least-Cost En@rgyision tool in accordance with
energy consumption optimization service,

* “Producing end users” or “Prosumers” acting as betlergy consumers and small
energy producers will necessarily use Smart Gridices, in order to be able to inject
produced energy in the large (global) energy distron system.

« Small energy producers (e.g. maintaining a numbkeralternative sources) and
distributors (owning distribution networks in rangeseveral km) will also necessarily
use Smart Grid services which will be rather offefeom third party than by the
producers/distributors,

* Medium size producers and distributors (e.g. oriorey level), who will probably
outsource large parts of necessary Smart Gridssyi

e Large producers and distributors, probably with dmart Grid service solutions, but
with particular needs for realisation of necessatgrconnections, and

» Smart Grid operator who needs to continuously noorthie state of the infrastructure
and be able to take measure in case of failuretwhiay have a dramatic cascading
effect to other part of the Grid.

Furthermore, in order to achieve savings in eleatrienergy consumptions or its
optimization within homes (as an example which bangeneralised to cover similar use
cases for buildings, factories, areas, etc.), aperaf typical home appliances, such as
white goods, lighting, heating/air condition, stardl ICT equipment, construction
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elements (e.g. darkening), etc., should be coetialh accordance with real needs of the
customers and current availability of the electrezgergy and corresponding energy price.

2.2.2 High-level requirements on ICT

In order to enable energy consumption optimizasiervices in homes and buildings, it is
necessary to realise at least basic metering sarvior demand response and fault
management where it is required to provide conwiégtamong various appliances in
homes, an appropriate service gateway at homesemdate platforms which can be placed
somewhere in the global communications networkefmgt). Thus, the connectivity
management in this case includes realisation ofnconications among different devices
using various communications technologies, inteé$a@and protocols. On the other hand,
the metering and the related connectivity provigigpresent also a base for realisation of
the Smart Grids, where in addition a number obit#& and secure connections have to be
realised along the whole energy supply chain; frpraduction sites over numerous
distribution nodes at different voltage levels opthie end customers. Fault management
requires short latencies and high reliability.

To implement and offer services for energy savind &mart Grids concepts, a further
extension and feature enhancement of the avaitadstenunications infrastructure will be
necessary. In particular, access and also homeonretwhave to be further extended,
possibly by implementation of common enablers &alisation of a set of various services
with same or similar requirements for business rsotteshift energy consumption in time
in order to reduce peaks in energy generation andst cheaper energy. In addition,
network and data security as well as privacy fdaitkd energy consumption data profiles
have to be further improved, in particular for past the services acting directly on top of
the critical infrastructures for energy productiand distribution. Finally, very important
issues in respect to the end customers will be emphtation of proper identity
management ensuring sufficient level of privacysiBes efforts on the communications
infrastructure, it will be necessary to implementdaoperate appropriate tools for
managing a large number of end customers, extretaeyg number of devices (home
appliances and sensors, communications and cambaes along the energy distribution
network, etc.), various small but widely spreacited services and applications, either as
part of the provided service platforms or standialsolutions, and to deal with a very
large amount of various types of data and aggrdgd#ta, available at different distant
locations.

One particular requirement is to develop new sllareie and control strategies for both
buildings and energy networks as stated in theWettks White Paper on ‘Smart Cities
Applications and Requirements’ [10]. This will alfofor the intelligent and adaptable
management of the entire energy system, in theegbmif the stochastic distribution of
energy supply and demand, especially taking thdlfigolatile nature of renewable
energy sources into account. The underlying comaoation needs to include sharing
sensor information among consumers, producersttangrid, with various requirements
in terms of reliability, real-time behaviour, andriglwidth. Those strategies include power
quality control, as well as interactive feedbackhe human users, and will increase the
energy efficiency of e.g. entire Smart Cities, iegg all participants (grids, buildings, and
consumers) to be connected with appropriate medm®mamunication. Therefore, it is
important to build a consensus upon a communicatiarchitecture, its underlying
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communication technologies derived based on ICTirements, and data models that are
able to cope with specific services’ or applicasiomeeds.

Requirements on communications infrastructuregHerSmart Grids, including necessary
management and processing of collected data, canrhearised as follows [11]:

» Support for decentralized and bi-directional enefigy, caused by large number of
involved distributed energy sources with possiblagorary availability (e.g. alternative
sources),

* Wide availability of metering services and collecteglata on real-time energy
consumption and its prediction,

« Real-time management of the energy flow from Idcalery large (global) scale,
* High security requirements

» High availability and reliability,

» Easy to use for all (consumers, energy providesstilutors, etc.),

* Real time monitoring of the status of the globatignd capability to re configure grid
element to prevent black-outs.

2.2.3 Related ICT R&D challenges

As a main recommendation, the cooperation betweendQT industry, other sectors, and

public authorities should be stimulated to accé¢ethe development and wide-scale roll

out of ICT-based solutions for smart grids and mseie order to provide a stable energy
system based on volatile and distributed renewab&rgy sources and to enable a more
efficient use of energy. The ICT sector should \@lithe necessary communication

network infrastructure, modelling, analysis, moniitg, and visualisation tools to evaluate

the energy performance and emissions of citiegegions.

Available Assets of the ICT are cost-efficient imf@tion and communication
infrastructure with outstanding scalability and mammy of scale, well-proven Internet
technologies (e.g. TCP/IP protocol suite) for re-us private networks and openness to
new service providers and business models. HoweNsw, limitations of today’s Internet
technology have to be seriously considered, suaaguaranteed high priority, security
gaps introduced by the Internet and the fact thtdrhet technology does not fulfil the
short and deterministic latency requirements [YherEfore, further advancements of
communication technology are needed to meet thesenges.

At the NetSoc Usage Area Workshop, the FI-PPP prdi#¢NSENY raised topics where
intensive effort will have to be invested form G side to enable Smart Energy [12].

Connectivity: End-to-end connectivity between large varietiegnd elements, including
distributed energy resources, building energy meamamt systems and electric vehicles
using public as well as private communication isfractures.

Management: Smart Energy introduces a lot of new managed el&snwith increased
data volume. Future Internet offers e.g. concepisdévice registries, SW maintenance,
Big Data analysis, network management and dis&ibptrocessing.

Service Enablement:Future Internet enables new service platforms eding e.g. multi-
tenancy, dynamic pricing and billing services fostant collaboration between all relevant
stakeholders including the prosumer.
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Distributed intelligence: Future Internet Technologies will introduce newhtgologies
into hardware and — even more so — in softwarecg¥ely injecting intelligence into the
grid, e.g. to coordinate and control DistributeceEyy Resources.

Security & Privacy: Future Internet Technologies will provide new amgroved means
to support security and privacy.

Further challenges as described in [10] includeilakility of new communication and

networking ICT technologies providing improved immity to environment electro-

magnetic noise, interferences and network perfoomasupport of large unstructured
mesh networks, including self-organisation, seHilmg, fast and reliable routing; and
open protocols for the development of new produetsd services, addressing
authentication, security mechanisms, profiles, aedification); new affordable devices
that gather environment data (e.g., weather ssensorall Doppler radars, computer vision
systems) for efficient planning of energy productiand consumption; new intelligent
algorithms for smart ubiquitous environments; neéghtl sources (i.e., next-generation-
LED); advanced products and services based on H®ster innovations, and possible
economic growth in the SME sector, based on an op®vation scheme.

In a short summary, R&D challenges on future nekwoand ICT at large to meet
requirements from the Energy sector can be listddliows:

* Highly secure and reliable connectivity, includingoper privacy and identity
management,

* Interconnections among extra-large number of deedevices (communication
equipment, service platforms, appliances, sensors),

» Collection and processing of large amount of deediseéd data,

» Establishment of applications and services (eagxtend and adapt) with certain level
of flexibility, scalability, and portability,

« Enhanced customer care, including billing and suppo
« Global grid monitoring and black-out management.

224 Potential impacts from the inter-sectorial collaboations

The close cooperation between the energy and ICiorses essential to understand the
communications requirements of the ICT sector imgeof supported data rates, latency
for mission-critical applications and scalabilityuch cooperation will also improve the

mutual understanding what ICT can offer to the gnesector. Jointly developed solutions
will be the precondition to enable smart grids amdntegrate highly volatile renewable

distributed energy sources into the overall enexggtem in order to ensure high stability
and availability of energy provision.

The integration of the energy system and ICT withlele new business models to allow for
a more efficient energy usage by avoiding high pe&k energy consumption and to
consume energy at time, where energy will be clredppending on energy generation.
The peak load in the energy distribution network t& reduced, which will allow for
cheaper distribution systems.

Future communication networks and systems likedtheslopment towards 5G will benefit
from an early cooperation by taking into accoumjuieements from the energy sector in
the design. Therefore, 5G will be future proof amtl be able to support as many usage
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areas as possible in order to avoid the deploymérmarallel specific communication
infrastructure. This will have positive impacts tre overall economy by making the
energy system less dependent from unsecure saamdda the long run cheaper.
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2.3 Transportation and Logistics

231 Sector related scenarios

Transportation and logistics are undergoing a pnodo transformation as a result of
globalisation and development in certain ICT sextdiraditionally, transportation means
(road, rail, air, water/sea, pipeline, cable anacs) were operated and managed separately
with a limited number of handover points. With ghibation, the amount of goods and the
number of people being transported grew enormouliys was made possible by the
increasing level of ICT support in the logisticegsalso NetSoc deliverable D2.4., [2]).

Increased mobility describes the fact that peopieeiasingly do things (e.g. work, learn,
pleasure) while on the move, and not at fixed, ifigelcplaces. The field is huge and
includes road-, air-, water-, rail-transport, andni other points of view: passenger
transport, freight transport, containerised tramspgmlk transport. New visionary ways of
transport have to be found (for example pipelinsspager transport). This includes
replacing “physical” mobility through “virtual” mality using ICT.

A lot has already happened as far as people’s hvesoncerned. They can e.g. use their
ICT equipment from many places. However the meanss lanited and often very
expensive. We might expect much better connectioywhere, anytime at maximum
speed and with appropriate features.

Currently, about 15% of the global greenhouse donsss caused by transportation.
Necessary measures for CO2 reduction and limiteztggnresources will force more
efficient logistics and transportation systems, chhwill probably be more complex from
organisational point of view and will have to bepted by consumers.

Because of increasing energy prices and costseaihtproved logistics and transportation
systems, related services will remain expensivenc€ming transport there is no real
integration of different sectors, nor have thererbgery visionary ways of transport. In
future we might expect much more visionary concepts

Regulation of logistics and transportation at vasidevels will have to be established, in
order to support and motivate society and industrgstablish new generation of services
in this area.

As complexity grows and environmental factors beeawer more important, the role of
ICT will become even more important in tracking amdénagement, optimising routes,
maximising efficiency and keeping costs down, nmggetiime constraints (just in time
delivery), etc.

Increased demand will be given for efficient cohwb transport and logistics including
ICT based toll systems for road transport and &so‘virtual” mobility services — to
achieve as close to natural face-to-face experseasgossible.

Service continuity is key beyond urban areas ireotd track gods transported over land in
remote areas, over seas and in the air.

2.3.2 High-level requirements on ICT

In this section, ICT-related requirements are dbedras provided mainly be the FI-PPP
projects Finest [13], FIspace [14] and InstantMipp][L5].
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The ultimate aim of the FInest project is to depedoFuture Internet enabled ICT platform
for better supporting and optimizing the collabmmatand integration within international
transport and logistics business networks. Tran&phogistics is concerned with the
planning and execution of the world-wide shipmeing@ods and people. This constitutes
the backbone of the European economy where Trai®dpmyistics service providers
operate as global businesses [13].

The project requests that existing ICT solution e further developed to dynamically
establish collaborative transport & logistics netk#y leading to closed supply chains.
Specific capabilities are requested for seamletsgiation of information and data in
heterogeneous IT landscapes along with embeddéitiéador real-world data acquisition
and integration [16].

The objectives of Flspace (phase 2 project of HPHR4] are to drive the development of
an integrated and extensible collaboration sertogether with an initial set of domain
applications, thereby establishing the standard dopporting and optimizing inter-
organizational business collaboration in globahsgort, logistics, and agri-food business.
These objectives will be achieved through leverggind capitalizing on the outcomes of
two Phase | Use Case projects — FInest and Smafdat —, as well as by utilizing the
generic enablers available from the FI-PPP Corddpha (FI-WARE).

Requirements arising from these projects regarddbgst inter-organizational integration
and collaboration systems are related to the targketmproving business efficiency and
optimization for all parties involved in the plangiand execution of multi-organization
value chain activities. Strong customer requiremdat end-to-end tracking and tracing
must be satisfied through combinations of humamits@and interventions, by overcoming
heterogeneous information from incompatible ICT teys which create barriers to
interoperability between network partner systemsd-B-end coordination of operational
planning and execution activities is required tmidvextensive manual effort making
network operations costly, non-transparent, errong, inefficient and environmentally
non-sustainable [17].

The Instant Mobility project [15] has created anoept for a virtual “Transport and

Mobility Internet”, a platform for information anservices able to support radically new

types of connected applications for scenarios ednton the stakeholder groups:

multimodal travellers, drivers & passengers, pagsetransport operators, goods vehicle

operators, road operators & traffic managers[18].

This project defined requirements for Future Iné¢rtechnology tools and enablers, to

make sure that all these services will be avalablany Internet-connected user, whether

using a portable, vehicle-based or fixed termiRa&lquirements from Instant Mobility [19]:

« Availability as needed of location information afal possible transport element and/or
each traveller (all the time, anywhere, in realejm

e Availability of immediate communication with guateaad QOS for the required
bandwidth (anywhere, anytime)

» Capability to provide specifically crafted solutgoto each traveller and adjust it in real
time (simultaneously for millions of travellers)

e This information shall be made available in a sed&iprivacy safe way

Concluding this subsection, a short overview onamagquirements of Transport&
Logistics on future networks and ICT is given ie following:
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» Realisation of localization and tracking functiortsaffic monitoring and routing,
including management of electro-charging

* Ubiquitous access, including ad hoc and specifiavises (M2M, ...) ,
communications means (e.g. satellite communicatjangerconnections among extra-
large number of different devices (communicatioruipment, service platforms,
appliances, sensors).

2.3.3 Related ICT R&D challenges

In the highly competitive, distributed, and agitelustry of transport and logistics, novel
ICT solutions for optimizing the collaboration amdormation exchange in cooperative
business networks are strongly requested but diyremainly available as restricted,

stand-alone solutions. Future Internet technologresstrongly challenged by the task to
facilitate radical improvements in business effici in this industry which is decisive for

a positive socio-economic and ecological impact.

Modern business networks tend to be highly distabuinter-organizational entities
spanning country boundaries composed of busingssgpa who have limited insights into
the overall network and who are only focused onnaiging their own small part of the
value chain. Current ICT services generally jugipsut this limited network focus, and
thus provide only basic support for inter-organmadl data and process integration. This
means that complex inter-organizational collaboratiactivities today must be
accomplished through manual efforts. End-to-enddioation of operational planning and
execution activities requires extensive manual reffeaking network operations costly,
non-transparent, error-prone, inefficient and eamvmnentally non-sustainable. [16].
Seamless integration of information and data alastfy real-world data acquisition is
therefore demanded. Electronic collection and partsof data is requested to efficiently
support inter-organisational collaboration and cacting in cooperative business networks.

For gathering data-on-field activities, new teclogoés (such as new sensor technologies,
scanners, and RFID) are creating the basis foratdlection, distribution and management
where existing Internet technology faces tremendprablems. Data sharing is also
problematic as the requirements for privacy andisgcof these types of data are poorly
supported by existing Internet services [17].

Finally, the Instant Mobility project [19] providéke following visions for future transport:

Every journey and every transport movement is dria fully connected and self-

optimising ecosystem. Whatever the traveller'sasiten will be (office, home, on-trip...)

useful Future Internet enabled services will balakike to give him most efficient support:

» The traveller will receive personalised and reaietisolutions to support him reaching
his destination according to for instance real-titnaffic status, public transport
availability along his journey.

» Sustainable transportation practices will be awéglavith a dedicated focus on sharing
modalities of all kind of vehicles.

* New ways will be provided to optimize urban traffitleet operators’ management and
goods delivery monitoring (key components of Instdobility holistic vision of urban
mobility)

All this will be made possible through a web ofinal services and imposes severe but

attractive challenges for a new Transport and Migtduture Internet.
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Smooth integration of satellite solutions whererappate in the ICT system is necessary
especially to support asset monitoring anywhereobdyterrestrial reach (low density
populated areas, over seas, aeronautical) and leesoee a permanent status report.

234 Potential impacts from the inter-sectorial collaboations

The close cooperation between the transportatidn@m sector is essential to understand
the communications requirements of the ICT seatoterms of Quality of service (data
rates, latency,...) and installation/operational ¢@msts. Such cooperation will also
improve the mutual understanding what ICT can dffethe transport sector.

Future communication networks and systems likedtheslopment towards 5G will benefit
from an early cooperation by taking into accouigureements from the transport sector in
the design. Therefore, 5G will be future proof avitl be able to support as many usage
areas as possible in order to ensure a seamlesseseontinuity.

2.4 Environment and Agriculture

2.4.1 Sector related scenarios
Shortage of natural resources:

Natural resources are materials that can be fouradnatural environment, e.g. air, water,
energy, etc. They can be separated in renewabbeinees, those that you can use more
than once, e.g. wind, water; and the non-renewaids, those that can be used only once,
at least for a long period of time, e.g. coal, 8mme resources appear everywhere, e.g. air,
wind; but most have them appear only in some looatie.g. water, coal.

The demand for resources is affected by technobogl/ societal needs, and this demand
will have an impact on the economy, and sometinmegaditics.

Europe has the goal of drawing 20% of its energgnfrenewable sources by 2020, also as
part of its wider strategy for tackling climate olga. This strategy aims to make Europe
less dependent on imported energy, as well as ingostnovation and employment. But
Industry must be boosted by European policies deioto bring competitiveness to the
prices of investments in renewable energy sourcagaring with the costs of fossil fuels.

Europe also set up plans for cutting emissions vgr 0% without disrupting energy
supplies and competitiveness, and committed tociagugreenhouse gas emissions to 80-
95% below 1990 levels by 2050 by exploring the lemges of decarbonisation. The
envisaged roadmap includes decarbonisation, eredfigiency, renewable energies, smart
infrastructures, and a common energy market.

The ocean covers more than two-thirds of the werldirface, and its coastlines and
beaches are being destroyed, its waters are pallatédity is increasing, water is warming,
food webs are fraying, and key species and pojuatare vanishing. Oceans preservation
is urgent, together with many other earth ecosystigrat have been threatened for long but
still can be saved with society awareness and gireéepolicies.

The role of the ICT sector efficient usage of nakwesources is crucial. The development
and increased use of media technologies can akp @h important role in natural
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resources preservation, e.g. online distributecorintion can create awareness for
biodiversity and natural ecosystems (see also [2]).

Evolution of production in agricultural industry:

Never before did the Earth have to feed more th&mn7people, and never before did we
use so much bio material for other purposes, suchmaking fuel. Only modern
agricultural methods could solve those problems. te other hand people become
increasingly aware of healthy food and requestmiogdly produced products.

The importance of agriculture for Europe is in theus of the project SmartAgrifood [20],
and highlighted in the following bullet points:

* 40 % of the EU's land area being farmed, agricelhas a very important impact on the
natural environment

» The food and drink industry is representing 13%0dfmanufacturing sector turnover

* The EU is the world's largest food and drink expoxvith a share of EU exports to
world markets of 17.5% in 2008

« Share of agri-food logistics in the EU road transsabout 20%

* 11% share of agriculture-related products in tetgdort value of EU countries for 2009

There is a clear trend towards more efficient ukdedilisers due to costs, increased
environmental awareness and demand for organic. fé6d methods such as soil
monitoring can help optimising fertilisation. Alskee usage of ever scarce water resources
must be optimised. Monitoring the weather and adirig humidity can help here.

So there are two overlaying trends of the upcomymgrs: mass production and
sustainability in agriculture. Those trends are eatmat contradictory and probably need a
compromise. However, innovative methods and the afséCT for controlling and
managing can greatly help.

The forest-based sectomncludes all stakeholders with a major interesforestry, forest-
based materials and products. It also providesndab@roducts and services for a more
sustainable society. It accounts for 8% of manufaing added value in the EU, using a
renewable and continuously growing forest resoucceinting 16 million private forest
owners and providing nearly four million jobs, &sted in [21].

The forest-based sector operates mainly in ruedsaand constitutes a vital part of the
rural economy. In addition to the forest ownersdme, more than 100.000 people are
employed in public and large private forest eniegs, and an estimated 150.000 work as
forest contractors. In addition to raw materiatgetts also provide a wide range of other
very important eco-system services. Biodiversitgsgyvation and management, watershed
management, non-wood forest products, recreatiengironments, and climate change

mitigation are areas where forests play a very maob role. No other industrial sector can

offer equal products and services to ordinary eit& Also in this area, it is considered as
crucial to increase overall efficiency by takingibét of ICT.

2.4.2 High-level requirements on ICT

The SmartAgriFood project [20] is part of the Future Internet Public-Priv&artnership
(FI-PPP) program, and addresses farming, agrificgiand food awareness as a use case
for this sector. Concurrently, the sector providee cases for Future Internet design from
the physical layer all the way up to the servigeta
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Intensive application of ICT-tools and technolagis seen as a basic requirement of
SmartAgriFood. Thus, introduction of information decision support systems that are
tightly integrated with advanced internet-basedwoekts & services are expected to

radically enhance the intelligence, efficiency,tausbility and performance of the agri-

food sector. Consequently, the project focuseseridllowing sub systems and formulates
related requirements to ICT:

* Smart farming, focussing on sensors and tracegbilit

* Smart agri-logistics, focusing on real-time viriaation, connectivity and logistics
intelligence

e Smart food awareness, focussing on transparendgtafand knowledge representation

ICT underpins innovation and competitiveness acaassge of private and public markets
and sectors also in the forest-based sector. Fbeest-based Sector Technology
Platform (FTP) [21] provides a forum for European forest owneompanies, researchers,
regulators andinancial institutions to work together in suppoftthe development of new
forest management schemes, products, servicesuasintebs models.

The importance of ICT for this sector and relateduirements are described in the FTP
Strategic Research Agenda [22]: The sector willeliern particular from investment in
ICT that supports the development of open platfoamd technologies such as

» systematic use of radio frequency identificatiofri(®)
* embedded components and systems, process contvellass robotics
* micro- and nano-electronics

Working together in new applications, these tecbgiels are expected to minimise waste
in the production process, prevent illegal loggiagd facilitate product recovery for
recycling.

Furthermorewater managementhas to be taken into account as a strongly enwiemn-
related topic. People demand reliable access tervgafpply and sanitation services and
water utilities companies are encouraged to perfarigood service at the lowest cost.
Environmental awareness and sensitivity are relefeats in our society.

At the NetSoc # Usage Area Workshop an overview on this field witus on ICT
related issues has been presented by a-c Ing [R3jas stated that Smart Water
Management through the use of Future Internet to@sides strong requirements to meet
efficiency improvements in processes such as:

* Demand management
* Customer management
e Technical operations

» Cost effective operations
« Environmental respect
» Service quality

Use of smart water metering technology is consitle® essential to provide users with
information in near real-time about their own watensumption, thus raising awareness
about the cost of water use or the presence ofsledktheir own networks or even

malfunctions on water meters.
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2.4.3 Related ICT R&D challenges

In the agriculture environment typical challenges for ICT are given in the foliogy
areas: Provision of sensor networks e.g. for soihiboring, systems for automated quality
control of healthy and/or organic food, focussimgtmnsparency of data and knowledge
representation, and provision of agri-logisticsdiions, based on real-time virtualization,
connectivity, and logistics intelligence.

ICT has already reduced production costs botgimculture and forest-based industries
[22]. Mobile ICT solutions will continue to revoiohise the monitoring and management
of forest resources. Light Detection And Ranginghtelogy (LIDAR), an optical remote
sensing technology, and other augmented realityghoiohl tracking systems will play a
crucial role in the whole value chain, from agricvé and forest management and
harvesting operations to transportation and loggstimanufacturing and processing,
product development and resource management.

ICT will assist in developing intelligent communiicen systems allowing complex
participation in public decision-making processesaaerning e.g. the forest-based sector
[22]:

» Develop new (or adapt existing) ICT solutions fewy smart and integrated transport
and logistics systems from local and regional tibgl scale

e Use information and communications technology (IG®) meet highest process
efficiency, improving material flow, resource eféocy, process stability, machine
productivity, etc.

e Conduct standardisation and pre-normative resdar¢@T applied to the forest-based
sector for improving information exchange, busiAesbusiness models and consumer
perception and interaction.

Challenges regarding controlling and steenvafer managementare described in [23].
They are related to track water usage more acdyratehe consumer end and implement
intelligent water pricing plans which will encoumgvater conservation. In the case of
industries or commercial uses, the stakeholdershgilenabled to closely study the true
cost of their water usage and the existing efficyegain potential across their supply
chains for more active water management strategies.

The adoption of web enabled smart metering teclyiedo sensors and communication
networks will be a further challenge finally prowid information in near real time about
demand, hydraulic values in networks, water qugddyameters, about equipment status as
well as about environmental variables such as teatye, soil moisture levels, rainfall,
etc. Early warnings, accurate water network modstir) up ICT-based methods for
billing and the analysis in real time of this infuation will allow the efficient operation of
networks, the quick detection of leakages and #st bontrol over water demand in the
short, medium and long term with important savingswater resources and energy
consumption.

By the use of the Future Internet (Big data manageg)n water utilities companies may
improve their processes for Invoicing and collegtifpplications for new users, for
cancellations, and for Customer Service Centers Rraviders Management (online
marketplaces).
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244

Potential impacts from the inter-sectorial collaboations

One of the relevant conclusions of the Flspaceepto[14], aiming at support for

develo

pment of services and application for agtizel and other related sectors, is that it

is difficult to identify individual “ICT productsivhich can be implemented and deployed
in an efficient and an economically justified wagnsng one or just several needs of the

sector.

Therefore, it is necessary to ensure thail aet of services and applications from

the agriculture domain can be supported by appatgrCT solutions considering the

entire

sectorial needs. Furthermore, it can alsadkatified that the agriculture sector

requirements can be considered together with thp@irements coming from other sectors,
such as logistics, ensuring a larger scale of @iE desource utilisation and creation of
affordable services and applications.

Particular areas of interests for future collabioratamong the agriculture and the ICT
sectors are listed below [37]:

Provisioning of the related services and applicaiioCloud, ensuring that they can
be accessed anywhere at any time via any device,

Adoption of an open service approach, allowing esitens and customisation of
solutions for specific sectorial demands, includapgpropriate involvement of open
source communities and development of appropriaseness models,
Establishment of a domain specific Marketplace,erfiy the services and
applications in form of apps or similar but alséabsishing a kind of community
based collaboration platform,

Needed techniques for using Internet of Thingsnetdyies,

Integration of different legacy systems, and

Necessary security and privacy measures.

The following two examples are provided, to illasé related potential in food production
and water management:

An example calculation for a typical farm in Germapresented in [38], shows
that by application of the ICT technologies, a fartem save up to 50% of costs
related to accounting, legacy, planning, consultamnd IT equipment. On the
other hand, average additional costs for estabksitnand maintenance of the
related services would cause approximate cost)0DE per year.

Furthermore, a significant potential can be idesdifin the water management, in
particular by considering other sectors, beyoncewsitipply to the citizens, such as
transport, heating, cleaning, production, etc., ntveater related costs can reach up
to 25% of the total production costs in the indestwith overall annual turnover of
1,500 billion Euro and 150 billion Euro of annuavéstments [39].
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2.5 Smart Cities

251 Sector related scenarios

While considering various trends, it can be recsgghithat almost all of them have some
interdependencies with other identified trends.s[lmome of the trends are affecting many
other trends and cannot be easily assigned toamdyindustry sector.

Especially looking at the needs and requirementd@idding Smart Cities, strong impact
and interaction of topics described in the formesti®n such as Energy, Transportation&
Logistics and Health&Assisted Living is seen. Fbistreason we have added this
subsection on Smart Cities which gives a more cogtband holistic view on the specific
demands.

Cities have quite an impact in the economic devalemt of a country, being the “platform”
where many people live and work, where servicepaveided to citizens in a wide range
of ways, and where local government officials havaose contact with citizens. It is only
natural then that ICT (Information and Communicatitechnologies) plays an increasing
role in the life of both people and private andIpuéntities that are part of a city.

The concept of Smart Cities is gaining increasiriggh importance as a means of making
available all the services and applications (erthlie ICT) to citizens, companies and
authorities that are part of a city’s system, ascdbed in the Net!'Works White paper on
Smart Cities Applications and Requirements [1G]ains to increase citizens’ quality of
life and improve the efficiency and quality of teervices provided by governing entities
and businesses. This perspective requires an atesbrvision of a city and of its
infrastructures, in all its components, and extebdgond the mere “digitalisation” of
information and communication: it has to incorperatnumber of dimensions that are not
related to technology, e.g., the social and palitanes.

When looking at the potential impact that telecomrmoations, and the services made
available by them, may have in cities, a numbeoggortunities, challenges and barriers
can be identified. The deployment of these sesviogply that other sectors need to be
brought to work together with the telecommunicagi@me, hence, requiring that the latter
is aware of a number of requirements and conssiagaming from the many applications
made possible in a Smart City environment.

Health, inclusion and assisted living are believedplay an essential role, since the

demand for related services is rising, becausenggisi changing disease composition.

Requirements address a number of technologies,ndeye ones related to mobile and

fixed networks. An integrated perspective on heate solutions for the near- to long-

term can be foreseen, bridging a direct gap in eebithe health area and the technological
development of communications.

The needs for mobility in urban areas result intouanber of problems, such as traffic
congestion and energy consumption, which can beviated by exploiting Intelligent
Transportation Systems and further adoption of alekib-vehicle and vehicle-to-
infrastructure communication networks. The infotiora being managed for applications
in this area can be relevant in other domains, vinicreases its potential. An effective
deployment poses a number of technical, sociolbgiegulatory and economic challenges.

Smart energy grids are the backbone of the Smayt @i major requirement being to
leverage energy consumption between the differaodycers and consumers. The
successful combination of smart processes and admdies will enable energy efficiency
and savings to be achieved in the residential aisthbss markets. Intelligent systems and
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integrated communication infrastructure are higddgmanded, which can assist in the
management of the power distribution grids in anoigsed way. Smart grids are seen as a
major opportunity to merge power and ICT industded technologies.

2.5.2 High-level requirements on ICT and related challengs

All the domains discussed in the field of Smarti€itraise challenges in security and
privacy, and although security is not the mainisglipoint for most applications, users

implicitly expect systems to be secure and privia@serving. If users consider a system as
insecure or threatening their privacy it will na able to establish itself successfully in the
market.

The FI-PPP project Safecity [24] deals with smaublR safety and security in cities

taking benefit through advanced Internet networkamgl computing technologies. The
main objective is to enhance the role of Futurerimt in ensuring people feel safe in their
surroundings. A main goal of this project is toled specific requirements driven by

relevant users on the Future of Internet.

Requirements towards ICT given from Safecity avegihere [25]:

» Video Analytics for decision support: Connectioncity-wide CCTV cameras; analyze
video inputs with e.g. orphan objects detectiotrusion detection; facial detection, face
recognition; anomalous pattern detection. Geneedégts to users when positive
detections.

« Ad-Hoc Networks as physical network support: previcbnnectivity among sensors;
allow user interaction from mobile devices with sers; support other networks with
different radio protocols.

e Sensors Gateway with pre-processing capabilitieBowA sensor-sensor low-level
communication, decentralise some command cent&ifunralities; reduce traffic in the
network.

* Road and environmental sensors for traffic safBigtect unusual traffic patterns and
identify incidents; sense critical environmentahipes; take preventive safety measures.

» Information Security: Self-organization of sensoetworks; flexible mechanisms
considering wireless nature of sensors; heterogenggstems, privacy issues.

» Data fusion: extracts the meaning of raw data ogtpldefinition and semantic-based
fusion of data.

Evolution towards Smart Cities by concentratingtbe development of five innovation
ecosystems is targeted by the FI-PPP project OUTRM[R6]: Water management, water
and sewage, water as a resource, sustainable argnsmart meter and street lightening.
These clusters are the motor of the project andiiggoa set of domain specific
requirements for the Future Internet. This approescimtended to contribute to more
sustainable utility provision and, through increhsdficiency, lower strain on resources
and on the environment. Reaching this goal requhieswhole value chain, namely city
authorities, utilities operators, ICT companiesvadl as knowledge institutions in order to
have an industry-driven approach when developinguacked services and technologies.

OUTSMART services and technologies will be based amn open and standardised
infrastructure as envisioned by the FI Private RuBartnership (FI-PPP) and provided by
a service framework designed to facilitate prowngig, development and access.

A range of requirements have been set [27] for ledi®e sensors, gateways and service
platforms which are basic elements in the OUTSMAR®Ssystems:
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» Standard-compliant radio interfaces for sensorswatlg for aggressive duty cycling
and native support of routing; sub-GHz radio fregne allowing for sufficient
communication range allowing for mesh networkindsdi provision of remote re-
programmability under secure conditions

» Gateways that give multi-access network suppoduding cellular, optical, Ethernet,
Wifi, and others.

* Highly advanced, modular, scalable and secure cErylatforms supporting
technologies from large players in the smart cigrket, such as IBM, Cisco, Google,
SAP, Oracle.

Many challenges directly related to the requirememising in the context of Smart Cities
are tackled in FI-WARE, the Core Platform projettlee FI-PPP program. Enablers and
platforms are being defined and developed to stiege demands, amongst them [3]:

* Internet-of-things/Machine-to-Machine Enablers émmect apps to the physical world

» Data/Context Enablers to manage data at large aodl¢ransform it into knowledge

« Integration and Composition Enablers to providedbierirom open innovation (open
data, co-creation)

» Security Enablers ensuring Privacy, Security angrr

» Advanced Cloud and network capabilities in ordekeep investment in infrastructures
lower and under control

In the security field current limitations and thelsallenges for future work as described in
the Safecity project [4.2] are:

e Situational awareness: Digital CCTV security sysem EU cities require visual
monitoring of hundreds of cameras

« Command Centres lack of pre-processing capabilitiesensor side and high degree of
command centralization yields to large amount affiit in the network. Most of current
Public Safety applications are focused on respang@imases of incidents/emergencies
but there is an enormous lack of anticipation amdntion capabilities.

» Ad-hoc networks lack of proper communication netgan terms of coverage, reduced
availability, saturation.

2.5.3 Potential impacts from the inter-sectorial collaboations

A use case clearly demonstrating the interrelatiotongst various key functionalities of
Smart Cities is given by offering “Car-Sharing” felectric vehicles [30]. In this case the
following services are required:

* Smart Grids, serving the high peak power consumpgfajuick re-charging. Offers and
demands for electric capacity have to be aligneal/tod network overloading.

» Traffic telematics system, to provide informatianthe customer on closest location of
available vehicles. The parking vehicles thus rteaegister in a data bank.

e Connection to the public transport system, progdireal time information on
alternative transportation in case that no ,,CarrBigé&-vehicle is available.

e Billing and accounting system, used by the custotogpay his bill via chip card or
credit card. This requires respective ICT infrastiee to exchange information
amongst vehicle/charging-station, providers of Hagious services and the relevant
banks.
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In total, the following stake holders are involvedthe “Car-Sharing” use case: Car-
sharing-provider (city itself or private companyhe customer, electric vehicle, re-
charging station, metering point and metering seryrovider, energy & energy network
provider, and banks for accounting, all dependingaohighly reliable future safe ICT
infrastructure.

A very general challenge witmpact critical for overall successis arising from the needs
for standardisation and interoperability which &ey requirements for the widespread
adoption of technologies and services to provide @government at the city level [10].
Cities need to be able to integrate new servicas taohnologies with their existing
services and infrastructure — this requires opeth @mmon approaches, based on the
development and use of shared and public APIs (8ajdn Programming Interfaces),
which support the continuous development and eiwiwdf Smart Cities.

During the f' European Conference on the Future Internet (EOE#Ra session was held
on network infrastructures for Smart Cities in cection with the ¥ Usage Area
workshop of NetSoc [31]. It was devoted to discasdgl understand the role of Future
Internet technologies and experimental infrastmgsdor the development of Smart Cities
services and solutions: Future Internet technotgied federated infrastructures are core
components and enablers for the effective creadiwh offering of Smart Solutions and
Services in what is envisaged as the Smart CitynOpeovation Marketplace.

The various presentations at the session showedliandssed how the FI-PPP activities,
technologies and offering are paving the way fa #mart Cities vision to become true.
This session brought together:

* The users’ perspective by representatives of pudlithorities and municipalities’
participation to help characterizing and understamdvhat are the main needs and
boundary constraints on the cities side.

» The technology providers’ perspective by key player the FI-PPP scene to present
technologies available for the creation of a newegation of solutions and services for
the Smart City vision to become true.

* Work and efforts in the Smart Cities scene by keyyresentatives of FI-PPP projects
which developed experimental platforms that areaaly being used by a number of
cities to become smarter.

This session raised direct relevance to both palitistakeholders and ICT industry
representatives as it was showing in which way ipudlthorities, municipalities, and
industrial ICT stakeholders will be able to ben&ftm Future Internet technologies and
infrastructures to realize the Smart Cities vision.

Presentations on FI-WARE, Fl-Lab and FI-Ops [32, 38 clearly showed that starting
from requirements for ICT and realization of enaplfunctionalities from ICT side, now
the step is done to apply open standard platfoon®pen innovation ecosystems in the
Smart City environment. Proof of concept for thisdd spread and open applicability was
given with examples of Smart City ecosystems int&ader, Seville and Malaga [32], as
well as in Trento [32, 35].

Dimensions covering non-technical issues (which hmvever, essential for the overall
success) like governance models, communicatiomtsties and policy decisions for cities
were covered by the presentation of the FP7 pr&e8&OL [36]. Via collecting, analyzing

and interpreting opinions from Internet and Medthigajnvolvement of stakeholders through
multichannel social computing and simulating thfie@s of policies and laws, methods are
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being developed to hopefully remove road blockssimcessful implementation of Smart
City features at an early stage.

As a conclusion, good progress can be observeddgam one hand strong challenges to
achieve the goal of Smart Cities from the technjgaint of view e.g. dealing with
thousands of sensors in city environment, respedtiteractions, and processing of an
enormous data amounts. On the other hand, furtkieensely important issues towards
making cities smarter are being tackled relateddiffieulty in changing organisations and
currently existing ways of working to use these rieghnologies.
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3 NETSOC DEDICATED ACTIONS

The purpose of this chapter is to summarize thenmeaents which have been directly
managed by the Netsoc project and have contriltotéae consolidation of this document.
The first year activities which contributed to tbéition of the intermediate version D2.5
and have been integrated in that version are ncalleel there (e.g. " Usage Area
Network).

3.1 5" Usage Areas Workshop

A 5" Usage Area workshop has been organized on Apel, ¥, 2014 by the Netsoc
project during the European Conference on the Eunternet in order to foster exchange
with vertical sectors.

The session aimed at cultivating a common discadseiween the stakeholders from ICT
and vertical application sectors using, and plagminuse, the services and facilities of the
future communications network infrastructures. &xample, the addressed vertical sectors
included, but are not limited to: Energy, Smarti€sit Transport, Tourism, Agriculture,
Health, and Manufacturing. Besides addressing asdussing the needs of the big
industry players in these application sectors session focused particularly on the role of
innovative SMES, their areas of interests, and dppdies to participate.

This workshop session followed the successful Futmternet usage area workshops,
organised by FP7 projects EX-FI and NetSoc in 2@00Q,1, 2012 and 2013. A key theme
of the session has been the identification of ojppaies for supported ICT cross-sector
collaborative research in FI-PPP Phase 3 and piartygen Calls for developers of

innovative applications. The workshop also addrsetated opportunities for SMEs and
further industry and academic players in the Eumopeesearch and innovation

programmes Horizon 2020 and Celtic-Plus.

The presentation and the discussions moderatedalig Hrasnica from Eurescom have
addressed several vertical sectors as illustratethé agenda below. The outcome of
discussions, mainly dedicated to potential impatisollaboration among ICT and vertical
application sectors, has been integrated in tlevaelt chapters of this document

* Requirements on ICT from transport, logistics agd-fbod sectors

e Smart Grids requirements on ICT

* Manufacturing and ICT sectors interaction

» eHealth domain and Future Internet

* Supporting Creative SME Content Creators

« Start implementing FI-PPP 3rd phase: the INSENCGhept

* Dynamic Collaboration in Supply Chains handlingisteable Goods — Focus on
Food and Flowers

At the Usage Areas Workshop, the NetSoc projec atked all participants to consider
the NetSoc deliverable D2.5 (intermediate versidnthis deliverable) and provide a
feedback as well as to contribute to the documegmirbviding additional inputs.
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3.2 5GPPP consultation of vertical sectors

The Association membership (A-members) is basetherelected Steering Board of the
Networld2020 ETP. Following advices from the ECe G PPP has offered 6 seats to
such sectors in the 5G value chain, which are natad sufficiently represented in the
Networld2020 Steering Board coming from the two rfdimg platforms (ISI and
Net!works).

The Networld2020 ETP Steering Board issued a calicandidates for the election of 6

additional members (B-members) to the Associatioarder to complement the 5G value

chain in the Association. The deadline to submitdodatures was set up end of January
2014 and election was organised between the Net2@20 ETP members.

33 candidatures have been received, and have beapegl per sector. Note that some
organisations belong to several sectors and werdicdae in more than one sector.

The repartition par sector is detailed in the fwileg tables

Sector , Terminal devices, smart cards"

Organisation Country Representative
Fraunhofer Institute for Integrated | Germany Rainer Wansch
Circuits IS

Intel Mobile Communications Germany Michael Farbe
InterDigital Communications United Kingdom  Alama@ion
Samsung Electronics Research United Kingdom | Dr Maziar Nekovee
Institute Ltd. (SRUK)

Sector ,Optical communications*

Organisation Country Representative
ADVA Optical Networking SE Germany Dr. Jorg-Peldbers
Fraunhofer Heinrich Hertz Institute Germany Pif. Martin Schell
MITSUBISHI ELECTRID R&D France Sophie Pautonnier
CENTRE EUROPE

Politecnico di Torino Italy Vittorio Curri
Universitat Politécnica de Catalunya Spain FerndDdgjas

Sector ,IT Sector*

Organisation Country Representative
ADVA Optical Networking SE Germany Dr. Jorg-Peldbers
Fujitsu Laboratories of Europe Ltd United Kingdom Dr. David Snelling
Future Intelligence Greece Nikos Zotos
I2ZCAT Foundation Spain Sergi Figuerola
IBM Research Israel Dr. Yaron Wolfsthal
iMinds Belgium Piet Demeester
INDRA SISTEMAS, S.A. Spain Jesus Angel Garcia
Sanchez
Intracom S. A. Telecom Solutions Greece Dr AKtmkowski
IST — University of Lisbon Portugal Luis M. Coiaie
ITI — Instituto Tecnoldgico de Spain Daniel Sdez-Domingo
Informatica
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Let's Gowex, S.A. Spain Luis Manuel Calvo

TSSG Ireland Kevin Doolin

Universitat Politécnica de Catalunya Spain FedoaDrejas

University of Piraeus Greece Panagiotis Demeasich

VTT Technical Research Centre of | Finland Pertti Raatikainen

Finland

Sector ,IOT, M2M *

Organisation Country Representative

EURECOM France Christian Bonnet /
Nussbaum Dominique

Future Intelligence Greece Nikos Zotos

i2CAT Foundation Spain Sergi Figuerola

iMinds Belgium Piet Demeester

INDRA SISTEMAS, S.A. Spain Jesus Angel Garcia
Sanchez

Infineon Technologies AG Germany Dr. Franz Dibkrc

InterDigital Communications United Kingdom  Alam@on

IST — University of Lisbon Portugal Luis M. Coiae

ITI — Instituto Tecnoldgico de Spain Daniel Sdez-Domingo

Informatica

King's College London United Kingdom| Hamid Aghviam

MEDIATEK United Kingdom | Dr Gilles Charbit

Qualcomm CDMA Technologies Germany Dr.-Ing. Wolfgang

GmbH Granzow

SnT @ University of Luxembourg Luxembourg Latddid

TNO Netherlands Toon Norp

Ubiwhere Portugal Rui A. Costa

University of Piraeus Greece Panagiotis Demeasich

VTT Technical Research Centre of | Finland Pertti Raatikainen

Finland

Sector ,Microelectronics “

Organisation Country Representative

Fraunhofer Heinrich Hertz Institute Germany PEf. Martin Schell

Fraunhofer Institute for Integrated | Germany Rainer Wansch

Circuits 11S

Infineon Technologies AG Germany Dr. Franz Dibkrc

Intel Mobile Communications Germany Michael Férbe

MEDIATEK United Kingdom | Dr Gilles Charbit

Qualcomm CDMA Technologies Germany Dr.-Ing. Wolfgang

GmbH Granzow

TEAMCAST TECHNOLOGY France Gérard FARIA

Sector ,Security “

Organisation Country Representative

EURECOM France Christian Bonnet /

Nussbaum Dominique

Fujitsu Laboratories of Europe Ltd United Kingdom Dr. David Snelling

HdM Stuttgart, University of Applied
Science

Germany Christiane Reinsch
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IBM Research Israel Dr. Yaron Wolfsthal
SnT @ University of Luxembourg Luxembourg Latddid
TSSG Ireland Kevin Doolin

6 additional members (one per sector above) haes ledected by the Networld2020
members during the first quarter of 2014 and reshdve been announced during the
March 2014 5G Infrastructure Association Generalehsbly. The new members are:

» Sector "Terminal devices, smart cards": Samsungtileics Research Institute
Ltd.

e Sector "Optical communications": ADVA Optical Netikang SE

e Sector "IT": IST — University of Lisbon

e Sector "loT, M2M": TNO

» Sector "Microelectronics": Intel Mobile Communicats

e Sector "Security": IBM Research

A key activity has been carried out by the NetSaogjget in involving vertical sectors to
the set-up of the 5G PPP association. An effortdess done toward the different vertical
sectors in order to advertise the 5G PPP initiatwtdin these communities and to offer
them opportunities to contribute to the initiativessociated Membership is part of the 5G
Infrastructure Association statutes in additionthe 36 members. Although associated
members have no voting rights, they can participatéhe activities of the association
mainly by providing information on their ICT reqgaments and needs to 5G PPP and to
get a better understanding on what the ICT domamm affer. Additional stakeholder
groups will be represented such as

* Representatives from other ETP and PPPs for vesgcdors
* Representatives from user groups (end users)
* SMEs and entrepreneurs

3.3 Collection of Requirements — NetSoc Experience

During its work on gathering requirements from tlegtical application sectors, NetSoc
contacted a large number of relevant stakeholdaishad a large number of discussions
with representatives of the application sectorsorigder to cover all needed aspects and
collect as many requirements as possible and ddaselit in its reports/deliverables. After
been completing the deliverable D2.5 (pre-versibthis deliverable) was provided in the
public domain and the approached stakeholders Hmen asked to provide their
comments.

We have to admit that level of responses on thgsiegst was low, but from the received
information we can conclude the following

* The collected requirements represent well needseotovered vertical application
sectors — no negative feedback was received.

* On the other hand, no additional inputs have beeeived during this exercise.
However, in direct contacts with representativesthed application sectors, we
learned that more detailed requirements would be;oarse, valuable for wide
research communities to plan their activities. Hosve they also stated that it
might be very difficult to work on the detailed tegements in the public domain
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because the related knowledge is of big value fgamisations involved, in
particular in the industrial and commercial domains

* Furthermore, collaboration with ETPs representimg ertical application sectors
in gathering the requirements was not as interacis expected, which can be
explained by following:

o All ETPs were in a so-called transition period betw FP7 and Horizon
2020 during the life time of the NetSoc project arderefore, less
responsive (some of the ETPs even were not awatethiey will be re-
established, causing additional delays in respdnses

o The ETPs do not have and or have very limited nessuto perform their
activities (no dedicated support action projectsdl, aherefore, were not
able to participate in the NetSoc activities

o Some of the ETPs have complex decision making peese which
represented an additional barrier to perform sool&lworation activities
with NetSoc.

On the other hand, after establishing cooperatidh projects already working on topics
related to the ICT and non-ICT sectors with invoheant of the related communities, it
could be concluded that collaboration of the commms in such activities is very good.
Furthermore, such collaborative projects (e.g. ffelfPPP programme) are rather open to
discuss interactions among the sectors and ithdurheeds in public, based on the
experience from collaborations on the projectslleMeerefore, the NetSoc project focused
on interaction with such collaborations in the set@roject year and at thé"&Jsage
Areas Workshop.
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4  CONCLUSIONS

This document, NetSoc Deliverable D2.6 “Cross-Sscioteractions” summarizes the
discussions held among ICT and vertical sectorpaBaing the ICT cross ETP approach,
the NetSoc project has initiated discussions betw€d network research stakeholders
and representatives from other ICT application@sdib understand their communications
needs for the long-term future, through documentharges, joint actions and
participations in respective activities.

This document integrates the results of the firsaryof the NetSoc project already
presented in the intermediate version of the “Ce®sgor interaction” delivered one year
ago [RD 28], completed by the activities carried during the second year of the project.

The NetSoc project has helped to strengthen theepte#f Networking and ICT in
Horizon2020. The heavily application-focused apphoaof FI-PPP currently being
promoted in Framework Program 7 may result in utasosble demands on the
networking infrastructure unless the network leigsles are addressed in a similar time
frame to meet the ever growing demands of the sergcenarios of Horizon 2020.
Research on networking technologies and systenes talore time than on applications
and thus networking research has to start earlypeoprepared for new application
requirements. It is of utmost importance to prephesunderlying network infrastructure in
advance of anticipated service demands. Thereéamty cooperation with vertical sectors
is essential to understand requirements of otheorseto take this into account from the
beginning in the system design and to improve th@Medge of the other sectors on ICT
trends.

The overall impact of the deliverable consists of:

e Support community building activities between theage areas and communications
sectors, and within the networking sector itself.

* Increased and shared awareness of requirementstarorks and opportunities for
economic growth generated by the synergies that bmarachieved in the areas of
terrestrial, satellite and content delivery netvgoakid their usage scenarios.

» Concentration of expert resources into a singlgesyatic effort to develop a set of
Strategic Research and Innovation Agendas conindpud the capability of Europe to
introduce a new generation of networking facilitieslored to the needs of usage
scenarios in the coming decade.

e Building a new cross-sector community of expertarisiy a common vision of
requirements, visions and roadmaps, achieving liyerthe effective information
processes involving sector actors, including nali@uministrations, leading-edge users
and the interested public.

e Qutlining the necessity for ICT network researdikeholders and representatives from
other ICT application sectors to come together tafidand collaborate, and providing
input for measures to be established by EC in H282®ell as by public authorities in
other programmes (e.g. CELTIC Plus, National Pnognzs).

» Recalling, through the analysis done on a subsapplfication sectors, the interest for
ICT and application sectors to continue and tonisify inter-sectorial discussions.

» Highlighting how the 5G PPP association has stattednvolve vertical sector
communities to the discussion on future 5G systems.
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In order to establish necessary collaboration wahous vertical sectors, the project has
contacted ETPs and further relevant communitieglémtify potential opportunities for
synergies with ICT sectors addressing network stftecture, as well as to follow-up and
facilitate inter-sectorial discussions.

The work described in this document has concemtratethe following application sectors
‘Health and Ambient Assisted Living’, ‘Energy’, ‘@nsportation and Logistics’
‘Environment and Agriculture’ and ‘Smart Cities’.

This deliverable is strongly relying on the outcorok the Usage Areas workshops
organised by the NetSoc project in March 2013 andiaril 2014.

By analysing the identified selected trends ancemqmd! impacts on the future networks
and ICT in general, among the identified main aradles and requirements, the following
can be noted:

In the areas of Internet of Thingsnew mechanisms have to be created to manage the
number of devices and processing of those data atsi0lio provide connectivity among
sensors and to allow user interaction from e.g.ilmakevices with sensors, support by a
range of heterogeneous networks with different eyppate radio protocols will be needed.
Connectivity management will include realisation @admmunications among different
devices using various communications technologmsyfaces, and protocols as well as
interaction with existing IT infrastructures, prding necessary interoperability.

Cloud computing is strongly related to the needs of the vertiGdtars, increasingly
helping to reduce cost, increase efficiency, andkvemarter. From a business perspective,
cloud computing is a key concept to enable a glelsakystem, where organisations are
able to be more competitive.

Network virtualization, Software Defined Networking and mechanisms for improved
control decisions are needed to enable a new tiypetavorks that support a wider range of
services at greater efficiency.

Big data managements a highly relevant area of the Future Interneguested by many
applications in vertical sectors. Provision of netks capable to connect different
applications and devices is requested, complexnbasirelationships between multiple
stakeholders and innovative business applicatibai be made possible via new service
platforms.

Privacy, Security and Trust will need to receive high priority in all of thevestigated
usage areas and shall be available as an intrelsiment of all aforementioned ICT
technologies. Privacy, Security and Trust requineis\@re top priorities for some sectors,
such as the e-heath domain whereas privacy anehpatita protection is mandatory

According to the set of requirements identifiedterrsectorial collaborations should be
intensified to iterate on the requirement defimtiand to foster the discussion between
stakeholders. This inter-sector collaboration womléddition be a vector to widespread
the knowledge of ICT innovative solutions throudte tdifferent application sectors.

Several actions have been performed by NetsSouogdmwe this inter-sector collaboration.

The main achievement is the involvement of vertsadtors not directly related to ICT

domain in the 5G PPP association.
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For the future activities on gathering requiremeots ICT and future networks from
vertical application sectors and in order to perfa more detailed requirement analysis,
so far the requirements can be considered in thécpdomain, the NetSoc project would
recommend the following:

* To establish projects with focus on limited numbéwertical application sectors
with direct involvement of relevant stakeholderg, érom ICT and non-ICT ETPs.

* To organise or collocate an annual event at Europezel, where collaboration
activities of the considered sectors can be predeand discussed, where experts
from various sectors have an opportunity for didistussions with experts from
other sectors, and where it would be possible wumntargeted dissemination
activities promoting this type of collaboration atslpositive impacts.

« To make profit of the participation of non ICT sastin the 5G PPP association to
improve mutual knowledge between ICT and applicatiertical sectors and to
encourage active participation of both communitieSGPPP sponsored events.
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